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In spec_orange.pdf: We make the following corrections on the specification document. No corresponding
change is required in the reference implementations.

1.

2.

10

ORANGE-Zestpj.enc line 9: return value (C, proc_tg(U)) and not proc_tg(U).

function ORANGISH line 21: There is no a multiplication in Hash. So Z < proc_hash(X, (A4—1]| ... ||, 40),0,0)
and not Z < proc_hash(X, (Ag—1] ... ||, 40),1,1).

function proc_txt line 37: return value is (D', U,) and not (D', U,).

function ORANGE-Zestp).dec :

(a) line 5 : a = 0 is changed to a = 0,m # 0.
(b) line 8 : N||K has been corrected to K||N.

(c) line 9 : m # 0 is changed to a # 0,m # 0.
function mult line 32 : return value is a¢- V? || V! and not V! || a¢- V.
7and” is repaced by ”or” in the caption of Table 2.

Section 5 is moved to subsection 4.3. Hence the changes in section numbers of the subsequent sections
follow.

The security proof for a modified version of ORANGE-Zest is added in Section 8 and Section 9 .
Appendix A has been moved to section 7. Consequently Appendix B is now Appendix A.

Some new References have been added.

In crypto_aead/orangezestv2/ref/orangemodule.h: The primitive polynomial alpha_128 was getting
reset to #128 instead of 212® + 27 + 22 + 2 + 1. (in lines 84-90 of orangemodule.h). This is corrected by
using an else argument in line 88 of orangemodule.h. The test vectors have been changed accordingly in
the specification.
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